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Search for “Lincoln Police Fraud”



Amazon is One Example of Fraud Awareness 

Nobody’s Fool — Our Habits
Focus — Think about what is missing

Prediction — Seeing what we expect

Commitment — We tend not to question 
       our assumptions

Efficiency  — Time urgency removes 
       time to ask more questions 



Are we at War?

If so, how do we build our 
defenses?

Enemy is very different from classic war.  

This is a World War.  

Governments have limited ways to build an 
offense.  



Objectives of Seminars
Part I — August 8 at 7:00pm 
             Recognizing the Threat 
             Developing our Defenses

Part II —  August 28 at 10:30am 
               Ten Steps to Improve Your Fraud 
                    Defenses (Updated).  
               What to do if You are Victim of Fraud 

Contrast the 1950-1960’s with Today
More Unity steming from WWII
More Trust — Locking homes and cars
No TV, Internet, instant news

No Social Media
Schools with good parent/teacher relations
No watered down justice system
No instant gratification

We Live in a Different World
Generations Think Differently
Multiple World Views 

Guilt - Innocence (Western)
Shame - Honor (Asia, Middle East)
Fear - Power (Africa)

Crescendo of  Tensions, Division
Worldwide Marketplace 

 

Legitimate 
Commerce 

or 

Commerce with 
Evil Intent

Product

Target

Appeal

Sale

Service

Think of a Scam as a Product



Why are Seniors Easy Targets?

Resist Change Compassionate Trusting Have $ Lonely

The Hook, The Appeal and The Close

The 
Hook

The 
Pitch

The 
Close

Hook — Yesterday and Today

Face 
to 

Face
Phone Snail

Mail
Data
Theft

Web Email Text Social 
Media

The 
Hook

Effectiveness of Cybercrime

Recognize and Block The Hook
Ignore

Don’t answer calls from 
unkown callers

Do not respond and ask 
to be removed from 
their list.
Blocking # has little 
effect

Be careful following 
links.

Use unknown phone 
and message blocking

Be careful if it sounds 
too good to be true.  

Examples



Hover!



The Hook

Person to Person

Home Phone

Cell Phone

Email

Message

Websites

Searches

Advertising

Buying History

Social Media

Your First Response - Taking the Bait

The Pitch (Appeal)

Must respond now

This offer is today only

More added if act now

Fear!

Free gift

Free but you pay shipping

Be skeptical

Reference Check 

Don’t be afraid to Say NO

Too good to be true …

SLOW DOWN

Read contracts



The Close (Sale)

Review Costs

Slow Down

Justify the Purchase

Pay with Caution

Understand Your Risk

Read Contracts (ask for help)

1. Securing Your Data

2. Phone Call Blocking

3. E-Mail Phishing

4. Message Blocking

5. Website Awareness, Links

6. Social Media

Building Fraud Defences

6. Credit and Debit Cards

7. Freeze Credit

8. Credit Monitoring

9. Apple Infrastructure 

10. Identity Theft

Exchange of Money What About Artificial Intellence (AI)? 

AI will have a huge impact during next 10 years!

Examples 
     Selecting Prime Targets 
     Imitation of another individual (Voice, Image)

The War using Fraud will accelerate

A Clear and Present Danger



Action to Take if you 
are a victum of a  

scam/fraud

The good news? There are things that you 
can do if you’ve been the victim of a scam. 

Part II —Specific ways to  
improve your fraud defenses and what to 

do if you have been scamed

Seminar on August 24, 2023 at 10:30am

Watch for the Handouts on lhaug.org
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